
* FUN assumed but not guaranteed.

https://pixabay.com/photos/hot-air-balloons-adventure-balloons-1867279/



Background



Agenda
● New and Improved Tooling

● Escaping Sandboxes

● Cross-Session Attacks

● Abusing COM Marshaling

● Mem Read → Code Execution

● Persistence Tricks





PS> Get-ComDatabase -SetCurrent

Parse registry information into a database and set as current database.

PS> Get-ComClass

Get all COM classes from the current database.

PS> Get-ComClass -ServerType LocalServer32

Get all COM classes which have a registered local server.

PS> $intfs = Get-ComClassInterface $cls

Enumerate all accessible interfaces for a class.
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AppContainer Sandbox

System Service

Normal User Level

Partial Trust
Runtime Broker RPCSS

DCOM Activator
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Partial Trust Class



AppContainer Sandbox

System Service

Normal User Level

Desktop Broker
Runtime Broker RPCSS

DCOM Activator

9

Desktop Broker

CLRHOST

Partial Trust Class



https://docs.microsoft.com/en-us/windows/uwp/winrt-components/brokered-windows-runtime-components-for-side-loaded-windows-store-apps

<Extension Category="windows.activatableClass.inProcessServer">
  <InProcessServer>
    <Path>clrhost.dll</Path>
    <ActivatableClass ActivatableClassId="Runtime.Class">
      <ActivatableClassAttribute Name="DesktopApplicationPath"
                           Type="string" Value="c:\test" />
    </ActivatableClass>
  </InProcessServer>
</Extension> Weird absolute path I’d not.

Relative path I’d expect



Desktop Broker Security

Allows current user and all 
AppContainers to launch/access

“Require” Side Loaded Package?

Interactive User runs 
outside sandbox



Side Loaded Package Launch Check
void IsSideLoadedPackage(LPCWSTR PackageName,
                         bool *IsSideloaded) {
  PackageOrigin origin;
  *IsSideloaded = false;
  GetStagedPackageOrigin(package_name, &origin);
  
  *IsSideloaded = origin != PackageOrigin_Store;
  return S_OK;
} enum PackageOrigin {

  PackageOrigin_Inbox,
  PackageOrigin_Store,
  PackageOrigin_LineOfBusiness
};



Side Loaded Package Launch Check
void IsSideLoadedPackage(LPCWSTR PackageName,
                         bool *IsSideloaded) {
  PackageOrigin origin;
  *IsSideloaded = false;
  GetStagedPackageOrigin(package_name, &origin);
  
  *IsSideloaded = origin != PackageOrigin_Store;
  return S_OK;
} enum PackageOrigin {

  PackageOrigin_Inbox,
  PackageOrigin_Store,
  PackageOrigin_LineOfBusiness
};

Microsoft Edge



Supported Interfaces
interface IWinRTDesktopBroker : IUnknown {
    HRESULT GetClassActivatorForApplication(
             HSTRING dir, IWinRTClassActivator** ppv);
};

interface IWinRTClassActivator : IUnknown {
    HRESULT ActivateInstance(HSTRING activatableClassId,
                             IInspectable** ppv);
    HRESULT GetActivationFactory(HSTRING activatableClassId,
                                 REFIID riid, IUnknown** ppv);
}

Specify 
arbitrary 
directory

Also a .NET COM object!



AppContainer Sandbox
Normal User Level

Exploitation

Microsoft Edge

Desktop Broker

CLRHOST

Temporary Directory

Component.winmd

① Set Directory



AppContainer Sandbox
Normal User Level

Exploitation

Microsoft Edge

Desktop Broker

CLRHOST

Component.winmd

Temporary Directory

Component.winmd

② Load 
WINMD



AppContainer Sandbox
Normal User Level

Exploitation

Microsoft Edge

Desktop Broker

CLRHOST

Component.winmd

Temporary Directory

Component.winmd

③ Execute 
Component



Fixed as CVE-2019-0552 

void IsSideLoadedPackage(LPCWSTR PackageName,
                         bool *IsSideloaded) {
  PackageOrigin origin;
  *IsSideloaded = false;
  GetStagedPackageOrigin(package_name, &origin);
  
  *IsSideloaded = origin == PackageOrigin_LineOfBusiness;
  return S_OK;
} Only allow Side Loaded applications

https://bugs.chromium.org/p/project-zero/issues/detail?id=1688



https://pixabay.com/photos/rose-blue-flower-bloom-romance-165819/



Session 2 “Bob”

Session Moniker in Action

20

Session 1 “Alice”

Process “Alice”

RPCSS
System 

Activator

Client

Process “Bob”

Class Instance

Activate CLSID 
in Session 2

Create Process



Fixed?

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0100



Not Really!

Integrity levels are NOT a 
security boundary 
enforcement mechanism.

https://bugs.chromium.org/p/project-zero/issues/detail?id=1224

Passive-Aggressive Britishism



Find Potential Cross-Session Objects
PS> Get-ComClass -InteractiveUser | `   
    Select-ComAccess -Principal S-1-0-0



AppContainer Sandbox

Normal User Level

Browser Broker

Browser_Broker.exe

Broker Object

Microsoft Edge

Registry 
Access

File 
Access



Browser Broker Security

Launch 
Permissions

Access 
Permissions

Everyone can launch



Browser Broker Limitations

HRESULT BrokerAuthenticateCOMCaller() {
  HANDLE TokenHandle;
  LPWSTR FamilyName;

  OpenThreadToken(TOKEN_QUERY, &TokenHandle);
  RtlQueryPackageClaims(TokenHandle, &FamilyName);
  
  if (strcmp(FamilyName, "MicrosoftEdge")) {
      Log("Caller is not Edge");
      DebugBreak();
  }
}

Caller must be Edge



Creating Instance to Test

PS> Invoke-NtToken $token { New-ComObject $cls `
    -ClassContext LOCAL_SERVER,ENABLE_CLOAKING }

PS> $token = Get-NtToken -Duplicate ` 
      -pid  $(Get-Process MicrosoftEdge).Id

Create with 
impersonation 
token



Other User Session

Current Session

Chaining to ShellExecute

interface IDownloadExecutionBroker : IUnknown {
    // Other Methods...
    HRESULT ExecuteFile(LPCWSTR path, LPCWSTR verb);
}

HANDLE hToken = OpenEdgeProcessToken();
ImpersonateLoggedOnUser(hToken);

ShellExecute(verb, path, ...);

https://bugs.chromium.org/p/project-zero/issues/detail?id=1683



Fixed as CVE-2019-0566

Added “SELF” SID 
access on 
multi-session SKUs.

Left Everyone group 
for non-multi-session 
SKUs

https://bugs.chromium.org/p/project-zero/issues/detail?id=1683
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Slave to the Cat
‘MEOW’ OBJREF Type

IID (lower 64 bits)

IID (upper 64 bits)

1 = Standard OBJREF
4 = Custom OBJREF

Flags References

Object Exporter ID (OXID)

Object ID (OID)

Interface Pointer ID (IPID)

IPID (upper 64 bits)

Binding information for remote 
access

CLSID (lower 64 bits)

CLSID (upper 64 bits)

Reserved Extension Size

Custom Data

Standard OBJREF Custom OBJREF



System Service

Normal User Level

Object Injecting
RPCSS

DCOM Activator
Application

Marshal

CoGetInstanceFromIStorage

Service

COM Class

UnmarshalCOMBASE

Exploit

https://bugs.chromium.org/p/project-zero/issues/detail?id=325



“Fake” Custom Marshaler

class MyFakeObject : IMarshal, IStorage {
    HRESULT GetUnmarshalClass (CLSID *pCid) {
      pCid = CLSID_WhatIWant;
      return S_OK;
    }

    HRESULT MarshalInterface(IStream *pStm) {
      return pStm->Write(MarshaledData, 
                        sizeof(MarshaledData));
    }
}

Implement IMarshal 
and IStorage

Specify CLSID for 
object to create

Write data to 
unmarshal



Restriction on Custom Marshaling

All Windows 
Versions

Windows 8+

Bypassed if a “System 
Trusted” marshaler is used.



System Trusted Marshalers
Hardcoded List

Implemented Category



Find Trusted Marshallers
PS> Get-ComClass -TrustedMarshaller



DocFile Marshaller (DfMarshal)

Marshal Flags

IID_IStorage

‘MEOW’ MSGFLG_STD

Standard Marshal (variable)

...

DfMarshalPacket

struct SDfMarshalPacket {
  CBasedPubDocFilePtr pdf;
  // ...
  CBasedGlobalFileStreamPtr fsBase;
  unsigned int ulHeapName;
  unsigned int cntxid;  
  GUID cntxkey;
  CPerContext *ppc;
  HANDLE hMem;
};

Shared 
memory 
handle

‘MEOW’ MSGFLG_CUSTOM



Pretty Bad Code

Issue Number Description

1644 Master Issue, Background and Description

1645 Missing Pointer Bounds Checks

1646 Shared Allocator

1647 Arbitrary File Deletion

1648 Steal Arbitrary Handles from Privileged Process



Shared Allocator (Issue 1646)

https://bugs.chromium.org/p/project-zero/issues/detail?id=1646

void* operator new(size_t size) {
  CSmAlloc* a = GetTlsSmAlloc();
  return a->Alloc(size);
}

CExposedDocFile* GetExposedDocFile() {
  CExposedDocFile* df = new CExposedDocFile();
  df->AddRef();
  return df;
}

CExposedDocFile() {
  this->VTable = &vft_IStorage;
  // ...
}



0:006> !address 7FF8556DF470

Usage:          Image
Base Address:   00007ff8`556df000
End Address:    00007ff8`556ec000
Region Size:    00000000`0000d000
Protect:        00000002   PAGE_READONLY
Image Path:     C:\WINDOWS\System32\coml2.dll
Module Name:    coml2

0:006> dqs 7FF8556DF470
coml2!CExposedDocFile::QueryInterface
coml2!CExposedDocFile::AddRef
coml2!CExposedDocFile::Release
...



Duplicating Shared Memory
HRESULT CSharedMemoryBlock::InitUnMarshal(void *hMem, 
                                      unsigned int dwProcessId) {
  unsigned int dwCurrentSession;
  unsigned int dwSourceSession;

  ProcessIdToSessionId(dwProcessId, &dwSourceSession);
  ProcessIdToSessionId(GetCurrentProcessId(), &dwCurrentSession);
  if (dwSourceSession != dwCurrentSession)
    return E_ACCESSDENIED;
  HANDLE hProcess = OpenProcess(PROCESS_DUP_HANDLE, dwProcessId);
  DuplicateHandle(hProcess, hMem, GetCurrentProcess(), ...);
  ...
}

Source and destination process 
must be in same session



Audio Server to the Rescue

Session 0

Audio Service

Shared Section

System Service

Session N

User Application

Shared Section

RPC Server

RPC Client COM Client

① Call Audio Service to 
Allocate Shared Section



Audio Server to the Rescue

Session 0

Audio Service

Shared Section

System Service

Session N

User Application

Shared Section

RPC Server

RPC Client COM Client

② Modify shared 
section for exploit.



Audio Server to the Rescue

Session 0

Audio Service

Shared Section

System Service

DfMarshal

Shared Section

Session N

User Application

Shared Section

RPC Server

RPC Client COM Client

③ Inject DfMarshal and copy 
section from Audio Service



Discovering the Audio Server

function Select-Procedure {
  Param([NtApiDotNet.Ndr.NdrProcedureParameter]$proc)

  foreach($p in $proc.Params) {
    if ($p.Type.Format -eq "FC_SYSTEM_HANDLE" -and 
        $p.Type.Resource -eq "Section") {
      return $true
    }
  }
}

PS> $r = ls \windows\system32\*.dll | Get-RpcServer

Look for any procedure which 
marshals a section handle.



https://pixabay.com/photos/panda-cub-wildlife-zoo-cute-china-1203101/



Fixed in CVE-2018-8550

bool IsSharedMemoryModeDisabledForCurrentProcess() {

  return IsSharedMemoryModeDisabledForCurrentSystemViaPolicy()
         || ProcessToken::IsAppContainer()
         || IsSharedMemoryModeDisabledForCurrentProcessDueToIL();

}

Optional 
hard-ban

Block in 
AppContainer 
Processes

Block in processes 
with IL >= High



https://pixabay.com/photos/book-read-old-literature-pages-1659717/



Finding Code Injection
PS> Get-ComProcess -pid X -ParseStubMethods `
      -ResolveMethodNames | Format-ComProxy



IRundown Interface
[Guid("00000134-0000-0000-c000-000000000046")]
interface IRundown : IUnknown {
    HRESULT RemQueryInterface(...);
    HRESULT RemAddRef(...);
    HRESULT RemRelease(...);
    HRESULT RemQueryInterface2(...);
    HRESULT RemChangeRef(...);
    HRESULT DoCallback(struct Struct_3* p0);
    HRESULT DoNonreentrantCallback(struct Struct_3* p0);
    HRESULT AcknowledgeMarshalingSets(...);
    HRESULT GetInterfaceNameFromIPID(...);
    HRESULT RundownOid(...);
}

Callbacks sound 
interesting

IRemUnknown 
implementation



DoCallback Implementation
HRESULT CRemoteUnknown::DoCallback(XAptCallback *pCallbackData) {
  if (CProcessSecret::g_guidProcessSecret ==
             pCallbackData->guidProcessSecret) {

    if (pCallbackData->pServerCtx == GetCurrentContext()) {
      return pCallbackData->pfnCallback(pCallbackData->pParam);
    }

    // Dispatch to another apartment.
  }

  return E_INVALIDARG;
}

Calls arbitrary 
pointer from 
client



Criteria for Executing Callback

Criteria How?

Process Secret GUID Read fixed memory location

Context Pointer Read fixed g_pMTAEmptyCtx location

IRundown IPID Returned when connected to COM server

Target Function Pick an exported function (N.B. CFG)

Parameter Be imaginative.



Exploiting VirtualBox

https://bugs.chromium.org/p/project-zero/issues/detail?id=1811
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https://pixabay.com/photos/calyx-botany-sepals-flower-leaf-1812900/



Class Lookup

HKCU\Software\Classes\CLSID

HKLM\Software\Classes\CLSID

COM Server



https://attack.mitre.org/techniques/T1122/



What Else is in HKCU Classes?

Type Library 
Resolving



Loading Type Libraries

1. If the file is a stand-alone type library 
it’s loaded directly.



Loading Type Libraries

1. If the file is a stand-alone type library 
it’s loaded directly.

2. If the file is a DLL or an executable 
file, it is loaded from a resource.



Loading Type Libraries

1. If the file is a stand-alone type library 
it’s loaded directly.

2. If the file is a DLL or an executable 
file, it is loaded from a resource.

3. Otherwise parse as a moniker.



Scriptlet Monikers



https://pixabay.com/photos/tiger-predator-fur-beautiful-2320819/



Wrapup
● The key to finding GOOD bugs is GOOD tooling

● Complexity and backwards compatibility are still an enemy

○ Cross-session exploitation still in whack-a-mole mode

○ Desktop Broker means all LOB apps effectively Full Trust

○ COM hijacking continues

● Still plenty of things to go looking for:

○ 50+ Cross-Session objects capable objects

○ Loads of trusted marshalers



https://pixabay.com/photos/fox-red-jumping-hunter-hunting-3822455/

COM BUGS


