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Agenda

*Component Object Model (COM) Internals
* Attacking COM

* Enumerating attack surface for EoP

* Reverse engineering COM components
*Bugs and “Features”
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We'll be using my OleViewDotNet tool throughout.

https://github.com/tyranid/oleviewdotnet






“Any sufficiently complex

~ middieware is

indistinguishable from
magic.”

Arthur C. Clarke’s Third Law of Software Development




In the Beginning was OLE

[ Embedded.docx - Word |
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Interoperability Heaven

Component Provider




Common ABI

Object Pointer VTable Pointer

struct ObjectVTable {
void (*SetInt) (struct Object* This, int 1i);
int (*GetInt) (struct Object* This);

}; \ Object pointer is first.

Arguments passed left to right

struct ObjectVTable* Vtbl; - VTable Pointer at start

|

|

|

|

|

|

|

|

|

|

| struct Object ({
|

|

Y Implementation specific data follows.
'}

|

|

|

' struct Object* obj;
lobJ->Vtbl->SetInt (obj, 1234);

——————————————————————————————————————————————————————————————————



The Casting Problem

<
|_1.
p
o+
c
Q
|_|
<
O
|_J.
0.
o>
I

. ’ \ Define a

pure virtual

“Interface”
struct Interface2 {

virtual void B() = 0;

Interface and
class Object : public Interfacel, implement

public Interface2 {
void A() {}

. I
| |
. I
| |
: I
| |
! }i Derive from i
| |
i i
i void B() {} :

\ /] Okay (mostly) .

EInterfacel* intfl = new Object; No no noll!
1 // Incredibly bad idea. - T
:InterfaceZ* intf2 = (Interface2*)intfl;



IUnknown the Root of all COM Evil

DEFINE_GUID(IID_IUnknown, 00000000-0000-0000-C0O00-0000000000406™) ;
struct IUnknown {
HRESULT QueryInterface(GUID& iid, void** ppv);

1

1

|

1

1

1

|

LONG AddRef () ; |
o Release()() \ Used to\ Interfaces defined using a :
' reference count 128 bit Globally Unique ID. 1

the object. :

struct Interfacel : public IUnknown {};
struct Interface2 : public IUnknown ({};

|
|
|
|
|
|
| Interface2* intf2;

|

11f (intfl->QueryInterface(IID Interface?2,
| _

: (void**) &intf2) >= 0) {

! // Success, we can call methods. ¢ — Castis a GIANT code
! intf2->Release(); smell!

'} (V)




ass Registration

B Registry Editor

File Edit View Favontes Help

£

} 4
.-l. -

LY

{00000308-0000-0000-COO0-000000000046
{00000309-0000-0000- COO0-000000000046}
{0000030B-0000-0000-CO00-000000000046}
{00000315-0000-0000- COO0-000000000046}
{ 000003 16-0000-0000- CON0-000000000046 )

AuxlserType

Conversion

DataFormats

InprocServer32

MiscStatus

ProglD
{00000319-0000-0000- COO0-000000000046 }
{000003 1.4A-0000-0000-CO00-000000000046)
{0000031D-0000-0000-CO00-000000000046]
{00000320-0000-0000- COO0-000000000046
{00000327-0000-0000-CO00-000000000046}
{0000032E-0000-0000- COO0-000000000046 )
DO ST - D0 - 0 10 - AN - NN A ANRRMNAFAAY

>

Mame

ab| (Default)

€

Type
REG_SZ

Data

combase.dll

Computer\HKEY_CLASSES_ROCOT\CLSIDA{00000316-0000-0000-C000-000000000046 P\ Inprocserver3d

10



Class Factories

__________________________________________________________________

DEFINE GUID(IID ClassFactory,
"00000001-0000-0000-C0O00-0000000000406") ;

istruct IClassFactory : public IUnknown {
i HRESULT CreatelInstance (
i IUnknown *pUnkOuter,
i REFIID riid,

i void **ppvObject) ;

HRESULT LockServer (BOOL fLock);

11



Creating Class Factories and Instances

e e o - R M R R M R M R R R M R R M M M R M M R R M M R e e e e

i , i | Specifies what type of server to lookup !
 REFCLSID rclsid, : | ® CLSCTX INPROC SERVER !
. DWORD dwClsContext, 4:——i e CLSCTX INPROC HANDLER |
. COSERVERINFO *pServerInfo, ! o CLSCTX_LOCAL_SERVER i
| . . 1 1 @ :
+ REFIID riid, : oo oo =------ S R LEE Ty

. LPVOID * T T T TTTTTTITTTTTTToTmTemoT T T :

:). © PPV ' HRESULT CoCreateInstanceEx( |

A AEE———— ' REFCLSID rclsid, :

__________________ i TUnknown *punkOuter, i

| Specify remote server i i DWORD dwClsCtx, i

 information is required ! —» COSERVERINFO *pServerlInfo, :

l this later). | ! '

 (more on this later). . ' DWORD dwCount, :

. MULTI_ QI *pResults |

—————————————————————————————————————————————————



In-Process Server

® DLL server filename specified in
InProcServer32 key.

e DLL loaded into process and class factory
created by calling exported method:

Class Instance

|
|
HRESULT D11GetClassObject (REFCLSID rclsid, :
REFIID riid, !

LPVOID *ppv) ; ;

|

13



COM Apartments

‘I ‘ Instance |

LPVOID pvReserved,

MTA or NTA

‘I ‘ Instance |

Instance

:  COINIT APARTMENTTHREADED
| _
— O

DWORD dwCoInit <

b o o - o e ST e e e R R e e S M R R e R M R M e M M M R e e e e e

1
! :COINIT MULTITHREADED
|



Multi-Threaded Apartments (MTA)




Single Threaded Apartments (STA)




Single Threaded Apartments (STA)




Single Threaded Apartments (STA)




Single Threaded Apartments (STA)

Unmarshaling




' HIND hwnd = FindWindowEx (HWND MESSAGE, NULL, NULL, NULL);

while (hwnd) {
WCHAR name [ ] = {},
if (GetWindowText (hwnd, name, countof (name))
&& wcsnicmp(name, L"ole", 3) == 0) {
DWORD pid = 0;
DWORD tid = GetWindowThreadProcessId(hwnd, &pid)
printf ("%p %5d %5d %1ls\n'", hwnd, pid, tid, name)

Ne

~oe

}
hwnd = GetNextWindow (hwnd, GW HWNDNEXT) ;

}

- = = = N CA\Windows\system32icmd.exe — O Wooh o —— Pttt
Main” STA window.

Per-Thread STA window.




Local Server Activation

DCOM Activator
(part of RPCSS)

‘ RPC Client I

21



Local Server Activation

Send Request to System
Activator



Local Server Activation

Create New Process
(if necessary)

Register Process Activator

23



Local Server Activation

Pass Activation Properties to
In-Process Activator

Instance

Get Marshaled Result

24



Local Server Activation

Pass back result to client

Instance

Connect to Instance

25



System Activator

DEFINE GUID(IID ISystemActivator,
"000001a0-0000-0000-c000-0000000000406")
struct ISystemActivator : public IUnknown {
HRESULT GetClassObject (
TActivationPropertiesIn *pActProperties,
IActivationPropertiesOut **ppActProperties);

HRESULT CreatelInstance (
IUnknown *pUnkOuter,
TActivationPropertiesIn *pActProperties,
IActivationPropertiesOut **ppActProperties);



Activation Properties In

1

I struct CustomHeader { :
: DWORD totalSize; I
: DWORD headerSize ; :
I DWORD dwReserved ; 1
: DWORD destCtx ; :
DWORD cIfs; !
CLSID classInfoClsid; :

|

I

I

I

|

I

|

|

I |CLSID *pclsid;
| | DWORD *pSizes;
|

|

|

Property 2 *opaqueData;

CustomOpdg
I

List of GUIDs and Sizes of

Fmmmmmmmm—— S ____ : following Property Blobs
struct InstantiationInfoData { . CLSID to
CLSID classId; <& .. DR

Property 3

|
|
|
1 |
! DWORD classCtx; : create. | enum ACTIVATION_FLAGS {
R el e ¢ | | ACTVFLAGS DISABLE AAA,
: 957 = I I ACTVFLAGS ACTIVATE 32 BIT SERVER,
i long fIsSurrogate; : | ACTVFLAGS_ACTIVATE 64 BIT SERVER,
I DWORD cIID; , =  ACTVFLAGS NO FAILURE LOG,
: DWORD instFlag ; I : ACTVFLAGS WINRT LOCAL SERVER,
I
| e ErID S ' | ACTVFLAGS APPCONTATRER,
: DWORD thisSize ; : List of IIDs to ) = ’
COMVERSION clientCOMVersion ; o S
l : query for.
1 | 27

r



Activation Properties Out

struct PropsOutInfo {
DWORD cIfs;
IID *piid;
HRESULT *phresults;

MInterfacePointer **ppIntfData;

struct MInterfacePointer {
unsigned long ulCntData;
byte abDatall];

_{; ____________________________________ !
00000000 4D 45 4F 57 01 00 00 OO0 AO O1 00 OO0 OO0 0O OO0 0O L
00000010 CO OO0 00 00 OO0 OO0 00 46 00 OO OO0 OO O1 OO0 OO0 0O r. I R
00000020 19 14 AD FA BF 3D 72 6A DS 41 68 BD 84 C3 08 E7 s;=rjORh¥.4.c
00000030 03 5C 00 00 38 16 E4 46 37 53 80 9C 87 A9 08 45 “..8.8F75...8.E
ooooood4c oo oo oo oo B

28




It’s like Marshaling Cats
1 = Standard OBJREF

ITD (lower 64 bits)

IID (upper 64 bits)

Reserved

Standard OBJREF Custom OBJREF

29



Standard Unmarshaling

Resolve OXID Binding




Standard Unmarshaling

Instance |

- - Server is at ncalrpc:[OLEXXXXX]

31



Standard Unmarshaling

RPCSS

Instance l

IPID@ncalrpc:[OLEXXXX]

32



Standard Unmarshaling

SN e
EUUID 1ipid;

' RpcBindingIngObject (

Binding,

&ipid

I H ~
g~
H
)
H
Q
o
|_I
)
=
O
O
o~
c
O
|_|.
O
|_|.
£
[
\%
A
o
<
O
o
0]
IV
1~

33



Standard Unmarshaling




Interface Proxies and Stubs

File

Edit

View

B Registry Editor

Favorites Help

<

1473099 0a-2a?a-4dbaa-a23f-c75359366chbbe)
{4738029F- C345-4849-3468-BACFC357190}
{473ACS9B-AFDC-4030-9B81-4ACIBAESIBSS)}
{473b0Bbf-387b-50ca-beel- 52748027 b0}
{4730DAIB-CO00-472F-94A39-44113868BFFF}
{47 24E2-17D8-4EAL-BOBT-08BAFBETEAET)
{47418723-a071-5dc-8647-68fTd8c31416)
{474 AT3-4592-4249-8F30 - 84044 2 344047}
{4758742F-Tac2-460c- bcd2-0% 09302393
{475 CABF3-9417-48BC-BA07-4163A7T844C02)
ProayStubClsid32
{4762ech3-afd8-5b63 -89 NBad2056545f}
{47674804-30C4-416a-9EFC-
{47698389-F182-3A67-87DF-AED4Y
{47RE2060-3B2B-4B3F-3277 - CFFe05604,
{47BFI0685-21E4-4A0B-818C-01 CAFTOBTT 260}
{47724720-1B93-5E5E- ASDF-AS2CCE31CHCT}
{47TeFICD-9517-43RA-BF24-EB9CSECSTR0OC)

FTATTTITOTAET A2 AT WY LA s dt— 1

>

Computer,\HEEY _CLASSES_ROOT\Interfacel{475CASF3-217-423BC-B3D7

0 OleViewDothet 64bit

File Registry Object Security Help

e1ba88ba-Ta83-421a-a05d-71.. |
CLSID  Suppored Interfaces

Proxies

Mame

IMagneticStripe ReaderBankCard Data Received Event Args

|PosPrinterStatus UpdatedBvent Args

|CashDrawerStatusUpdated Event Args

I TypedEventHandler 2 Windows  CDevices  CPointCfService  CClaimedPosP ...
|AsyncOperationCompletedHandler 1 Windows _ CDevices  CPointOf Service ..
|BarcodeScannerstatus Updated Event Args

[Joumal PrinterCapabilities

|AsyncOperation_1_Windows_ CDevices  CPointCf Service  CClaimedMagnetic...
|Barcode ScannerlataReceived Event Args

|AgyncOperation_1_Windows__ CDevices_ CPointOf Service_ CCashDrawer
IClaimed Barcode Scanner
ITypedEventHandler_2_Windows__CDevices_ CPointOf Service_CClaimedBarc...

35



S
{

"D5F569D0-593B-101A-B569-08002B2DBF7A")
truct IPSFactoryBuffer : public IUnknown

HRESULT CreateProxy(
IUnknown *pUnkOuter,
REFIID riid,
IRpcProxyBuffer **ppProxy,
volid **ppv) ;

HRESULT CreateStub (
REFIID riid,

IUnknown *pUnkServer,
IRpcStubBuffer **ppStub);

36



IRemUnknown

DEFINE_GUID(IID_IRemUnknown,
"00000131-0000-0000-C0O00-000000000046™")

struct IRemUnknown : public IUnknown {

SULT RemQueryInterface(

REFIPID ripid,

unsigned long cRefs,

unsigned short cIids,

struct customREMOTE REPLY SCM INFO {

unsigned short cInterfaceRefs,
REMINTERFACEREF InterfaceRefs][],
HRESULT *pResults) ;

|

|

|

I . L]

: OXID Ode, | TIID *j.j.dS,

DUALSTRINGARRAY * 1 dBR1 ' ; .
| PESAORLEAEINGS ;| PREMQTRESULT *ppQIResults) ;
i IPID 1pidRemUnknown; I
| . |
| DEORD ATENMELE ; : HRESULT RemAddRef (

I COMVERSION serverVersion; [
| |
1 |
| |

HRESULT RemRelease (
unsigned short cInterfaceRefs,
REMINTERFACEREF InterfaceRefs]|[])



Remote Server

Server Computer

RPCSS

Vi

TCP/IP Channe

Client Computer

38



COSERVERINFO

_____________________________________ DWORD dwAuthnSvc;

struct COSERVERINFO { DWORD dwAuthzSvc;
DWORD dwReservedl; LPWSTR pwszServerPrincName;
LPWSTR pwszName; DWORD dwAuthnLevel;
COAUTHINFO *pAuthInfo; DWORD dwImpersonationLevel;
DWORD dwReserved2; void* pAuthIdentityData;

DWORD dwCapabilities;

i Can specify better

' authentication level when
| connecting such as CALL or
' even better PKT_PRIVACY

39



COM Security Restrictions

Permissions for Default Launch Restrictions >

Securty

Group ar user names:

[E]ALL APPLICATION PACKAGES

S8 Administrators (FORSHAW - W'\ Administrators)

52 Pefformance Log Users (FORSHAW3- W \Peformance Log ...
SR Distibuted COM Users (FORSHAW3-Wh\Distributed COM U...

Add... Remove
Pemissions for Evenyone Allow Demy
Launch
Local Launch
Remote Launch
Local Activate
Remote Activate
For special permissions or advanced fettings, | ag.
click Advanced. | Advanced
| Cancel || Apply

/

‘Everyone’ not allowed to launch a new object remotely

Permissions for Default Access Restrictions x

Securty

(Group or user Names:

[E]ALL APPLICATION PACKAGES

.ﬁﬂ, Peformance Log Users (FORSHAW W \Performance Log ...
52 Distributed COM Users (FORSHAW W \Distributed COM L.
SE ANONYMOUS LOGON

Add.., Remove
Pemissions for Evenyone Allow Dery
Access
Local Access
Remote Access
For special permissions or advanced settihgs, | ag.
click Advanced. | Advanced

[ ok |/ cance | Apohy

|
|

‘Everyone’ can access an existing object remotelyo




COM Security

Permissions for Default Launch -

Securty

GI’I{}IIJD ar user names:

TASYSTEM
ﬂﬁdministmturs (FORSHAW 3-W  Administrators)
82 INTERACTIVE

Add... Remove

Pemissions for SYSTEM Allaw Deny

Launch

Local Launch

Remate Launch

Local Activate

Remate Activate
For special permissions or advanced settings, | aq .- 1 |
click Advanced. |.M.l

ok || Camesl || Awly

Launch = Create a new instance of the server.

Activate = Create new object on existing server.

Enforced in RPCSS

Permissians for Default Access -

Securty

GI’OIJ[! Qr user names:

H8 SYSTEM
ﬂ& Administrators (FORSHAW 3-W \ Administrators)

Add.. Remove

Permissions for SELF Allow Dery

Access

Local Access

Remote Access
For special pemissions or advanced settings, | |
click Advanced. |_M_|

| ok || Cance || Aeply

Access = Call methods on existing objects.
Enforced in Server Process
SELF = Process Token User SID



Integrity Levels

File Registry Object Security Help
Registry Properties /AppiDs with IL ]

Filter: |

Mode: Contains ~ | Apply

15533488-4A86-4DDA-B82C-DFOOF640ADFA
27170D71-7A40-4C8B-A3D1-64F7CBEB1CEE
2A947841-0594-48CF-9C53-APBCO5C22B55
42CBFAAT-AAAT-A7BB-B422-BD1BESDR2700
S5E176815-9A63-4A69-810F-62E90D36612A
A463FCB9-6B1C-4EOD-ABOB-A2CA7999E25D
AAGBE5SDA-FDDF-4272-8D1D-FF9B966D75BO
ApplicationActivationImpl
AppReadiness Service
Authentication UI CredUI Out of Proc Help
Authentication UI CredUI Out of Proc Help
< AxInstSv
H-*% CIeAxiInstallerService Class
H-=7 BO316DOC-DA2F-40EQ-9F91-FoRRCAFRA2DC
[-#% BrowserBrokerServer

DataExchangeHost
----- DictationHost Class
DockInterface COM server
E53CD6EE-5C5C-4701-9FF2-C204BFED81SD
editionupgradebroker
EditionUpgradeHelper
EditionUpgradeManagerObj
Fl2AppFrameClient Class
F1425A67-1545-44A2-AB59-8DF1020452D9
F72671A9-012C-4725-9D2F-2AAD32D65169
FaxCommon Class
HtmlLocalFileResolver
Immersive Shell Broker

- T Y
{5

=

o I |

(. e e

IT| o O O 1
151 e

o I |

mn |

o I |

O O o O
(5

...
(5

o I |

]
+

Showing 55 of 55 entries

Security

GFOUp or user names:

>
salUadoud Da[qo'ﬁu-

£2 Everyone
5-1-15-34

Permissions ft

Launch
Local Laung
Remote Lal

Local Activz

Remote Aq

For special pe
click Advance(

ol
Advanced Security Settings for AxInstSv Launch

QOwner: Administrators (FORSHAW3-W\Administrators) Change

Integrity level: Low Mandatory Level

Permissions

For additional information, double-click a permission entry. To modify a permission

Permission entries:

Type Principal Access
52 Allow  Everyone Spedial
Allow  5-1-15-3-4096 Special

42



Security Through ColnitializeSecurity

|
| HRESULT ColInitializeSecurity( ' NULL = No Access Security!
: PSECURITY DESCRIPTOR pSecDesc, |
| LONG cAuthSve, :
! SOLE AUTHENTICATION SERVICE * asAuthSvc, :
— - 1
: void * pReservedl, :
: DWORD dwAuthnLevel, e mm e m e e e e e e e e m e mmmm————— - -
1
: DWORD dwImpLevel,  EOAC_APPID
:
|
|
|
1
|
|
|

void * pAuthList, ! : pSecDesc is a AppID GUID
1
DWORD dwCapabilities, <— 1 FOAC ACCESS CONTROL

void * pReserved3 . : pSecDesc is a pointer to an IAccessControl implementation
) ; ' EOAC_NO_CUSTOM_MARSHAL

I

! : Disables custom marshaling in the process.

——————————————————————————————————————————————————
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Security Through ApplD

O OleViewDotMet 64bit

X

File Registry Object Security Help

lfswc Properties | - X nﬂ_
CLSID Supported Intefaces  AppID  Service  Type Library E
MName: rsve E—
ApplD: 020FB939-2CEB-4DB7-9E30-9527966E38ES _E_J
Run As: N/A =}
Service: fFevc —
Flags: MNone
Launch Pemission: " _
O:BAG:BAD:(A CCDCSW, SYWA: CCDCSW, WDNA; CCDCEW: BANA.CCDCSW, IUNA CCDCSW  ACHA CCDCEW S LS)S (ML NX LW View
Access Pemission: -
0:BAG:BAD:(A;,.CCDCSW;; SYNA; CCDCSW;; WDNA; CCDCSW:;:BANA; .CCDCSW:;:IUNA; CCDCSW:; ACHA; CCDCSW.;; LS)S:{ML;; NX ., LW) View

Oll Surmogate:

N/A

44




Application IDs

® ApplDs can configure more than just Launch/Access security
e Used to specify a number of features:

O

©)
©)

Allows you to specify a DLL Surrogate. This allows you to create in-process DLL servers as OOP local

servers

Specify the object is hosted in a Windows service rather than a separate executable

Specify running as interactive user.

File

E Registry Editor

Edit View Fawvorites Help

{020FBEO39-2CRE-ADBT-9ED0-052TO6GEIBES]
{03837503-098b-11d8-9414- 5305054503030}
{03e15b2e-ccab-451c-8fb0-1edee3dTal7dd]}
{047 ea%al-93bb-415f-alc3-d7aeb3dd 5087}
{04B8F26EF-2F89-46C9-99E7-481E40F3F2EC)
{06b22085-6850-4460-8DE1-AB1921B41C4B)
{0671E064-7C24-4AC0-AF10-0F3055707C32)
{06CT92FE-6212-4F39-BFT0-EBCOACIR5C3}
{0771 Taf-Bdef-4bce-0528-2d4a12cb 168}
{07786903-D0ODE-4586-282B-359F20009D0C}
{0868DCIE-DIAZ-Af04-0362-133CEA2D1 299}
NA2hdae5-13ha-A9d6-abef-d92 2507 406!

L

Mame
ab| (Default)

Ws| AccessPermission
B s
ie| LaunchPermission

ab|Runis

Type
REG_SZ
REG_...
REG._...
REG_S5Z

Data
sppui
07 0004 20 44 00 00 00 54 00 00 00 00 00 00 00 14 00 00 00 02 0O
07 00 04 20 3000 00 00 40 00 00 00 00 00 00 00 14 00 00 00 02 0D

Interactive User
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Activate as Activator (AAA)

Activate

RPCSS

Create
Server

User Privilege

=

Instance

Low Privilege

46



RunAs Interactive User

Create
Server

Instance

Activate

User Privilege

Low Privilege

a7
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Sandbox: Activation via Broker

0

File Registry Object Security Help

IE Low Rights Policy

Mode: | Complex

1F1E561D-AF17-4518-B396-3518BABBE2AT
% 2efdie26-8eaf-4f73-a8e@-F27b8c57beet
CertEnrollctrl.exe
ﬁg 284e2849-217d-11da-b2a4-228=7bbb2bag
| ﬁg 284e2858-217d-11da-b2a4-228=7bbb2bas
JAARAET723-5FBE-4B2D-9327-755159F336825
_fj---"cg 33246192-056F-4234-8378-9849bF C91d3
helppane.exe
ﬁg Bcec58ae-87al-11d9-bi15e-adedsebfeses
imesearch.exe
‘cg 92gf28d2-5efe-4add-9ase-eabl1fcdfB54
splwowss . exe
i-#% e7biceed-fba7-29f6-a6eb-8a7c2ed4e7bac
TSWbPryy . exe
"cg b43a8cle-be3f-4691-beaf-cd2e7a45daal
Flashutil ActiveX.exe
ﬁg be19e3bf-e7e5-453C-a2e4-d2c18CaB86ET
b Flashutil ActiveX.exe
|+.€g b@19e3bf-e7e5-453C-a2e4-d2c18Cca@E6ET

X589 Enrollment wWebClassFactory
X589 Enrollment Helper

AP Client HxHelpPaneServer Class

CImesearchIntegration Class

CoPrintIsolationSessionHost Class

- MSTSWebProxy Class

- FlashBroker

- FlashBroker

bid 30alqo e

Showing 9 of 24 entries

Permissions for Printlsolation5essionHost Access

Security

Group or user names:
B SELF
S8 SYSTEM

Pemissions for Everyone

Access
Local Access
Femate Access

For special permissions or advanced settings,
click Advanced.
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Sandbox: Activation via RPCSS

Select Security Opticns

Access Token
i) Cument Process
(®) Specfic Process

File Registry Object Security Help

Registry Properties /]/CISI[}S by Hame s it
ame

Filter: 8 POWERPNT

@-#% ¥icrosoft Anchor Element Browse Prop 864  browser_broker
ﬁg ¥Microsoft Document Browse Property P 1372 MSASCuil

User Integrity

DESKTOP-CTHN3FN'yranid - Medium
DESKTOP-CTHN3FNyranid  Medium
DESKTOP-CTHN3FNyranid  Medium
DESKTOP-CTHN3FNtyranid
DESKTOP-CTHN3FN'yranid  Low
DESKTOP-CTHN3FNyranid  Low

ﬁg .exe drop target

ﬁg .group shell context menu

ﬁg .group shell extension handler

ﬁg .url File Persistent Handler

ﬁg Easystemrootih system32'egossnap.dll, -

-#% ¥Microsoft Image Element Browse Prope Microsoft EdgeCF
-#% %Trident APIX 1524 MicrosoftEdgeCF
G-#% &address 2160 ShellExperenceHost
ﬁg &L inks () Anorymous Token
-#% &Links

ﬁg .contact shell context menu Options

ﬁg .contact shell extension handler [] Set Integrity Level: | Low

Principal: | DESKTOP-CTHN3FN tyranid

Local Access [ | Remote Access Local Leunch [ | Remote Launch Local Activate [ ] Remote Activate

[ res

ﬁg EEsystemroot®) system32i\eqossnap. dll, - booee

ﬁg BC: \Windows'\system32hcscul.dll, -c888
ﬁg BC: \Windows'\system32\dsquery.dll, -553
ﬁg BC: \Windows \system32\mssvp.dll, -11&
ﬁg BC: \Windows\system32\mssvp.dll, -112
ﬁg EC: \Windows\system324shell32.d11, -22867

" ‘-l- FATAQIILCM Y0CO ACCDO AACD CoCAQOCOCCoAD

£

ﬁg @C:\Program Files (x8&)}\Microsoft Office\root\VFS\ProgramFilesXe4\Microsoft Office\Officele\MAPISHELL.DLL,-118

Showing 6204 of 6204 entries
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Edge is Watching You PWN

0 OleviewDotMet 64bit - O b
File Registry Object Secunty Help

ApplDs from LPAC ] - X ApplDs from AC * X ||
- S — : - — ) =
Filter: Mode: | Accessible W | Apply Fitter: Mode: |Accessible | Apply =a
T
=[] 42CBFAAT-A4AT7-47BE-B422-BD12EIDE2702 | 2A947841-8594-48(F-9(53-ABECISC22855 =
-4+ Diagnostics Hub Standard Collector Service | 42CBFAAT-A4AT-47BE-B422-BD1BESDE2708 2L
=J-f.| A4E3FCEBI-6B1C-4ERD-ABBE-A2CATIIOEISD | GE178815-9A63-4A69-B18F-62E980366124 =1
- smartScreen | 9D73451F-6BFC-47C7-95FB-465984318C19 &

=~ AABBESDA-FDDF-4272-8D10-FFOB9G607588
% CPrintTicket WoW Services

=~ Be31lelel-DAZF -48ES-9F9]1-FoBBCAFSA2DC
uﬁ; E9B1ATDY -CE9E -48ES-ALDF -cE 828 7AZDSES
S9A4B1918-8A2F-4422 - 3900 - 35B3F455995C
AAFBCBLE-4BES-4L30-3AB5-BBE72357A23E
BAGEEYDE-1980-423A-930C-1278EG599195
CeSEBESBD-817B-41C8-8FBEe-5EB2B386A28EA
DESBCTBB-FAAT-4ATF-BA4TY -BFB2EFCFEA33D
DF4cle7-4F36-42F8-3FAD-35C3CESSDTYE
MtfTransportserverDcDM
= DataExchangeHost

&

R Rk Rl KRR

2o

= |
[£-#% DataExchange Host |

= editionupgradebroker | Edge + LPAC :
E"E! EditicnupgradeBroker I "’20 CLSI DS

= 1fsvc JI

Eﬁlfﬁ‘ﬁ: I_________

;A4E3F{BE—EBlE—#EEﬂ—AEEE—AEEA?EEEEEEB
?AAEEEEDA—FDDF-42?2—ED1D—FFEEEEEDTEBH
fEEEIEHHE—DAEF-4EEE—9F91—FEEECAFE4ED£
| BrowserBrokerServer
fEEEEEBEE—EF5E—45FT—95??—34ECEEAEEE?E
| CoreDpussvr

| Dataexchangetost

| editionupgradebroker
;F1425AE?—1545—44A2—AEEE—EDF192&45EDE
| FF2671A9-212C-4725-0D2F-2A4D3 2065169
fFEE#EFEE—DAFE—433?—EDHE—4EB?14A51149
| Installagent

| InstallAgentUserBroker

| Lfsvc

| Local Service Credential UI Broker

-jilj OOBE Bio Enrollment

| Paymentssvc

_-_—em Em o o = = =

|Edge + AC
\~40 CLSIDs !

b oo oo o oo o e e o
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In-process Reverse Engineering

O OleviewDotMet 64bit — e
File Registry Object Security Help
Shockwave Flash Object Prope... | - x |[&]
CLSID Supported Intefaces  Type Library =
; : m

Interfaces: Refresh -

Name D Methods  VTable Offset allll&

|CanHandleException C5553E60-B307-11D1-B27D-006008C3FBFB 4 : Fash.ocx+ka1 3ILAT4AE : g

IConnectionPointContainer B196B2384-BAB4-101A-B&SC-00AADD4A1DOT 2 | Hash ocx+134A658 I VTable RVAs

IDataCbject 0000010E-0000-0000-C000-000000000046 3 | Fiash oo+ 0c134A5F8 |/ for interface

| Digpatch 000204 00-0000-0000-C O00-00000000004 6 7 I Fash ocx+{kc1343F62 |

|OleCommand Target B/7Z2BCCB-4ERE-101B-AZBC00AADDLD4 770 3 | Flash ocx+{c1 34A230

|QleCaontrol B196B288-BAB4-101A-BESC-00AADDIAIDDY 3 | Fash ocx+{c134A3E0 |

IOlelnPlaceActiveObject 000001 17-0000-0000-C000-000000000046 3 | FAash ocx+0c134A408 |

|0lelnPlaceObject 000001 1 3-0000-0000-C 0000000000004 6 3 | Alash oo+ 1344540 I

|0leObject 000001 1 2-0000-0000-C 0000000000004 6 3 I Fash ocx+k1 344418 ,

Il =0 A e A s TR 1 A My iy renny i A C | [ R .-—-...—ﬂ..d-':hl-l.'l.l—-ﬂnﬂ—l "U'
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OOP Reverse Engineering

0 OleviewDothet 64bit
File Registry Object 5Secunty Help

CLSIDs by Local Server /]/ FlashBroker Properties

CLSID Supported Inteffaces  Type Library  Elevation
Interfaces: . Hefresh.

Mame D

|Dispatch 00020400-0000-0000-C000-D00000000046
|FlashBrokert  295817DA-1FACACEZ-8F43-A1082370138D
IMarshal 00000003-0000-0000-CO00-D00000000046
|Unknown 00000000-0000-0000-CO00-000000000046

Methods VW Table Offset
-

3
9
3
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IPID Structure

o e o e o e e e e e M M e M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M e M M M e e e e oy

QOOOOOOO,-)‘(XXX,-‘YYYY,-‘ZZZZ-ZZZZZZZZZZZZ,

Page Number Random Page Entry
(16) (6) (10)

I |
I |
I |
I |
I Y Y Y Y l
: Allocator Information Process ID Apartment ID Random Data :
: (16) (16) (64) |
I \ \ I
I |
I |
I |
: 0 =NTA :

|
i ‘ " , -1 =MTA |
! Y A Y Y *  =Thread ID of STA !
I |
: l
I |
I |
I |



Tracking Down OOP VTable

“r.li{- OleViewDotMet - Administrator - 84bit -
File Registry Object Security Help
Windows Management and Ins... ] * X

Properties:

CLSIF EBC3FESE-DEGB-11D-A875-28C84FBEE328
Name Windows Management and Instrumentation
Server <APPID HOSTED:»

Create
Instance

Interfaces:
Name 11D Viewer
IMarshal 22228883 -2000 - 2888 - (280 -2288020288848 NO
IUnknown 22882000 -0002-2080-CE280-202800088848 MO
IMbemLevelllogin F389AD1E-DEeA-11D8-A875-22C84FBEEE2E8 NO
IkbemLoginClientID D4781(DE-ESD3-240F-A0G4-93BEFE4BAEE? HNo

Operations -
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Tracking Down OOP VTable

04 OleviewDotMNet - Administrator - 64bit = O -
File Registry Object Security Help

Windows Management and Ins... ] * X
Properties:
CLSIF SBC3FESE-DERB-110€-A875-88C84FBGEE2E |

Name Windows Management and Instrumentation

server <APPID HOSTED:

Marshal

0 DleviewDothet - Administrator - 64bit — O >
File Registry Object Security Help
Windows Management and Instr.../]/Marshal Viewer - Standard ] - X

Interfaces:
Name 11D Viewer
IMarshal 22228883 -2000 - 2888 - (280 -2288020288848 NO
IUnknown 22882000 -0002-2080-CE280-202800088848 MO
IMbemLevelllogin F389AD1E-DEeA-11D8-A875-22C84FBEEE2E8 NO
IkbemLoginClientID D4781(DE-ESD3-240F-A0G4-93BEFE4BAEE? HNo

OBJREF Type: |Standard

| 1no: |F3ﬂ5AD1B—DEEA—11DD—AD?54]{Eﬂ4FEEEBED

| 1ID Name: |IWbemLevel1Login

Standard Flags: |{bd]

OXID:
[PID:

Process 1D:

String Bindings:

|{bc4DDF.ﬁ.1BDCEBB.ﬁ.3DB

|DDD14BEF—1]1AB—DDDU—FHF2—3464FAED55DA

|424 \

Tawer ID

Tep
Tep

Tep

Metwork Address

DESKTOP-CIHNIFN
10.0.2.15
132.168.56.103

~

PID from IPID

| Public Refs: E |
| oip: | Bc2DAGADG52473E24F |
| Apartment: INTA |
| Process Mame: |5'u'chust |

Security Bindings:

Authertication Service  Principal Mame

G55_MNeqgotiate

MegoBxdender

G355_Kerberos

Operations -
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Tracking Down OOP VTable

“&- OleViewDotMet - Administrator - &4bit x
File Registry Object Securty Help
Windows Management and Instr... ]/ Marshal Viewer - Standard )/'E'DM Processes ] - X
Fitter: | Mode: | Contains Apphy
----- «0 IFID: 2881ES822-81A8-1868-281F-388915ABA257 IID: INotifyMetworkListmanagereEvents ,«.
----- =0 IPID: eeplDC25-e1A3-el1e-B9FD-36998B5D361D IID: INotifyNetworkInterfaceEvents
----- =0 IPID: 8881EZ26-81AB-BC18-5A1D-914532F13B4L IID: ICennectionProvider Find IPID |n Process
----- =0 IPID: 8281C428-81A0-2028-ARDE-ACT3CL3BTTI9 IID: ILocalsystemActivator
----- =0 IFID: 28817429-21A5-2822-8C3C-18452FEFBLC21 IIk: IAapplicationstatecChangeHandler L|St
..... +0 IFID: 28881842A-81AB-FFFF-D514-DE4EBE21268C - IID: IBackgroundAccessstateChangeHandler /
----- =0 IPID: e881A42D-e1AE-Beee-7C2E-E4B4ATFCE44F IID: INotifyNetworkInterfaceevents
----- #0 IPID: 888l6C2E-B1AB-FFFF-BFEC-SADAZZATCALSE IID: IWpnAppEndpoint
PBE1422F -@LAE - DEBE-FIF2-3464FAEDSSDA TWbemievelliogin
----- 0 IPID: SPE1FE38-81AZ-B8{18-FEAD-CE7BF3AACEBEY - IID: INotifyNetworkListManagerevents
----- 0 IPID: 28819431-81AB-FFFF-FEF1-A72EFFESC121 - IID: IConnectionManager{allbacks2
----- =0 IPID: 228220488-21A2-1868-4EBB-2D4BEBD39C98 IID: INctifyMetworkEvents
----- «0 IFID: 28828481-81AE-1868-7544-BCFFO8CECCEE IID: INotifyMetworkInterfaceEvents
----- «0 IFID: 2882B482-81A5-2008-EEFA-F3265F191235 IID: INctifyMetworkEvents
----- =g IPID: E882FEE3-21AZ-B088-368F-AGBECR221761 IID: Iunknown
----- 0 IPID: 28820C84-21AZ-8828-2DC3-82A1FACC48AE - IID: INotifyMetworkListManagerEvents
----- «0 IFID: 222888E-81AZ-B0RR-E2DC-CALEI5D3916E IID: INetworkevents
----- w0 IFID: 2222BL8A-B1A5-2088-E591-82EARERZEIDL IID: INotifyMetworkInterfacetEvents
----- #0 IFID: @488l -81A3-2018-2BDB-42DECES@1888 IID: IUPnPDeviceFinder
----- «0 IPID: 8882BCRE-B1AZ-2088-DDEC-BIGF7334B223 IID: INotifyMetworkGlobalCostEvents
----- =0 IPID: 82820818-21A0-2028-5635-186337F32027 IID: INctifyMetworkelobalCostEvents W
Showing 29 of 29 entries o
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Tracking Down OOP VTable

0 OleviewDotMet - Administrator - 64bit — pr
File Registry Object Securty Help
Windows Management and Instr... ]/ Marshal Viewer - Standard )/'E'DM Processes ] * X
Fitter: | Mode: | Contains e Apphy
oy IPID: 2221E822-81A8-1868-281F-388915ABA257 IID: INctifymetworkListmanagerEvents '
a4 IPID: B@81DCI5-81AZ-BC18-BIFD-96398B9D361D0 - IID: IMotifyNetworkInterfaceEvents
a1 IPID! BBB1ESI6-@1AZ-BC18-5A1D-914532F1384C - IID: IConnectionProvider
44 IPID! B@81C478-91AZ-PEBR-AEJE-ACY3C52E7739 - IID: ILocalsystemactivatpe
i) IPID: BBB17429-91A%-PBBB-BC3C-18452FEFBC2]1 - IID: mpplicatinns.tatechl B OleviewDotNet - Administrator - 64bit = O X
-+ IPID: @8@1842A-81AS-FFFF-D514-DESESE21268C - IID: IBackgroundAccessStl file Registry Object Security Help
~+0 IPID: 28914420-91A2-8088-7C28-E4B4ATFCS44F - IID: INotifyNetworkInter Windows Management and Instr... VMErshaIVieurer-Standard I/COM Processes/]/IPl[}:{H}D1432F-01A.8-0000-F9_ - X
a4 IPID! B@B16CIE-@LAR-FFFF-SFEC-9ADAZ3ATCACS - IID: IWpnappEndpoint o
) PBP14RIF -@1AS - 0080 - FIF2-3454F AEDISDA IWbemLevelllogin
%41 IPID: PER1FE38-P1AZ-8C18-FEAD-CE78F3AACEEY - IID: INotifyNetworkListw] IFID: |0001482F-01A8-0000-F9F2-3464FAEDISDA |
a4 IPID: B@B19431-@1AE-FFFF-FEFL1-A726FFESC121 - IID: IConnectionManagerc)] ip: [F308AD 18-D86A-11D0-A075-00C04FB68820 | 1D Name: [IWbemLevellLogin |
a4 IPID: 98P29490_@1AZ-1268_AEDE-20D48EED30C98 - IID: Iriﬂ't:_l'F],.frJE‘t'v.lDr‘kEven‘t ags: [PIDF _SERVERENTRY |
a4 IPID: BBBIS401-@1A%-1368-7544-6CFF9BCECCRE - IID: INotifyNetworkInter]
a0 IPID: BPOIB4RI-P1AT-PAGR-EEFA-FI265F191235 - TID: INotifyMetworkevent| mefacs: |OcI3AFD765310 | VTable:  |IEEECERRD |
a4 IPID: BBBIFGE3-@1AE-BEBB-363F-AGBICEZ21761 - IID: IUNKnown Stub: |x13AF52B64F0 | vTable: |
4 IPID: @BA2DCA4-@1AZ-8008-2DC3-B2A1FACS4BA8 - IID: INotifynetworkList| oy [Co88A3DB ATBD 4DDF 6117 ICF7DBED 139D |
a4 IPID: BOOIO00E-P1AZ-PBBR-2IDC-CA1895D39166 - IID: INetworkevents b EE—— =
! ; i EETE : 0, Private:
. IPID: GEEIBCEA-B143-0000-E591-G2EAREE2E1D1 - TID: INotifyetworkinter| ooness (Siong:5.Weak 0. Prvae \ |
s IPID: @PBI48BC-BLAS-BC18-2BDB-44DECAT01888 - IID: IUPnPDeviceFinder | PID: 424 | Apament: [NTA \ |
a4 IPID: SEPIBCAE-@1AZ-PAR_DDIC-B1GF7334B222 _ IID: Irm-tiﬂ.ruemmﬁlnhal STAHWND (B0 | \
.44 IPID! 8@8290918-91AZ-9988-5E99-186337F32027 - IID: INotifyNetworkeloba
Showing 29 of 29 entries VTa b | e RVA
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VTable Reverse Engineering

-rdata:00000001806BD79E0 ; const CJobManagerExternal:: vftable'

.rdata:P00eABAA1808AD7PES 77 7CJobManagerExtlernal@R6BE dq offset ?Querylnterface@?3RuntimeClass@U?$Interfacelist@l

-rdata:A0B0008B18006D72ER
-rdata:8880008818088D79ER
-rdata:88888881888D79ER

DATA SREF: CJobManagerExternal::CJobManagerExt
CJobManagerExternal: :™CJobManagerExternal{void
Microsoft::UWRL::Details::RuntimeClass<Hicrosof

-rdata:0800080618008D79E8 IlUnknown dq offset ?AddRef@?3RuntimeClass@U?3Interfacelist@UIBackgroundCopyFile
-rdata:f000080018088D72F 0 dq offset ?Release@?5RuntimeClass@U?$Interfacelist@UIBackgroundCopyMana
-.rdata:88800881888D79F8 dq offsel,?CreateJob@CJobManagerExternal@EOUEARJPEBGWY  HMIDL IBackground

-rdata: 8880088188807 08
-rdata: 8888080180880 7A 08
-rdata: 8880888188807 A18
-rdata:88B008B1808D7A18

?GetJobRCJobHManagerExternal G2UEAAJAEBY GUIDEEPEAPEAUIBackgrou
?EnumJobsECJobManagerExternal@@UEAAJEPEAPEAUIEnumBackgroundCo
?GetErrorDescription@CJobHanagerExternal@EUEAAJJEPEAPEAGEE ;

?? ECJobManagerExternal@EUEAAPEAXIEZ ; CJobManagerExternal::’

Interface
Specific
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Interface Information - Public Symbols

® Most Windows components come with public symbols available
® Most COM code written in C++
® So, use C++ managed names to recover some parameter information

M=

var_28=

arg_1e=
arg_2a=

mou
mov
mov
push
sub
mov
mov
mou
mov
call
test

js

; _ int32 _ fastcall CJobManagerExternal::CreateJob{CJobManagerExternal =*this, const unsigned _ int16 *, epum _ MIDL_IBackgroundCopyJob_ 8883, struct GUID =, struct IBackgroundCopyJob %)
?CreateJob@C.JobManagerExternal@E@UEAAJPEBGWY  MIDL_IBackgroundCopy.Job_88683@@PEAU_GUIDEEPEAPEAUIBackgroundCopyJobE@EZ proc near

quord ptr -28h

arg_#= quword ptr B8
arg_B= quword ptr 18h

quord ptr 18h
quord ptr  28h

[rsp+arg_8], rbx
[rsp+arg_8], rsi
[rsp+arg_18], rdi
ri4

rsp, 48h

rbx, r9

edi, r8d

rsi, rdx

14, rcx
?CheckServerInstance@@Yads? ; CheckServerInstance{void)
eax, eax

short loc_18885D8AA
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Interface Information - Type Libraries

Interfaces  Structures 1

0 OleviewDothet 64bit | x
File Registry Ohbject Security Help
Typelibs » X |[=]
— = =
Fitter: | Mode: | Contains Apphy G
| i =
. m
- 1878a@bc-bIal-4bde-be7e-be3sede3sads Al
------ pefinition: Interpal API for MBAE Type Library. : version 1.8 _g
-] 18beb7f2-cag8-11d1-bee7-e8agcoefaras =
. L.#% vEEAS shell 5.8 : version 5.8 =
Ei-in) 1331287a-4d7d-413e-Ee32-3b374931bdE9 |
i 4"[; Microsoft Development Environment 2.8 : version 3.8
D‘ 1b773e42-2589-11cf-0421 -303820004347
i "cg system monitor Control : version 3.7
E‘,' 1bgdgael-a595-4637-a7ad-9238328289b79
------ "cg wWorkspaceRuntime 1.8 Type Library : version 1.8
E‘,' 1CGEGELE-f282-471e-b4go-f128aadabeck
| L.#% NATUPNP 1.8 Type Library : Version 1.8 o
Showing 428 of 428 entries
Definition: Internal API for MBAE... * X

ICellularSettingEverts CODFFEE3-518C4BZE-AY77-E6AIZFA560
ICellularSettings Api C7F3F241-B02E-4431-BEAE-BAAIED257F
ICellularSettings Publisher CD4724EA-SDI2-4CEA-81B6-5997ABT4ET
IMbaelntemal EBFD5270-2AFB-4345-A75B-CBFACIANI 2
IMbaeManagerintemal B1874DES-5F25-4397-B435-AAEB4F09F40
IMbaeMetadataEvertHandler OEED7442-2586-45E53-85A6-B3020C3CCH

LY N9, ¥ o R7OIRIAC N TROARIE A TR R 3R NEENTRE
< >

Name D . i
CCelularBdemalEventHelper  3665C3E4-1F73-4ESC-AA4A-3397IB35A0E 4 J* Methods =/
CCellularSettings Publisher CD4724EA-SD52-4CEA-B1B6-0957ABTAEY 5 i void OnExternalEventArrival (CellularExte

ICellularBxtemalEvertHandler DB&F18B6-A107-4054-9E39-BE4ERGE157 &  F
ICellularBxtemalEvertHelper  3665C3E4-1F7I4EIC-AA4A-33573830A0E ok

[Guid ("db&6fl18b6-ald7-4d4d94-9=239-8e4c86b157de A
interface ICellularExternalEventHandler
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0 OleViewDotNet 64bit

File Registry Object Security Help

Interface Information - Proxy/Stub NDR

Proxy CLSIDs " tpcps.dil | -
Intefaces  Stuctures [Guid("c2eB8f101-5d03-42ee-b90a-352557831039") ]
interface IRecoManager : IUnknown {
Name o HRESULT Proc3(/* Stack Offset: 8 */ [In, Out] int* pO,
linkManager ARBRER0T-9B56-46BA-04ED-982ERB4 AN HEESULT Proc4(/* Stack Offset: 8 */ [In] struct Struct
linkOhject BSC4ANCT-16ED-4DCE-B34A-4ER 3032608 HRESULT Proch(/* Stack Offset: 8 #/ [In] GUID* p0, /*
lrike Poirt 3776F33D-6BFE-4ADD-9CTE-S46AB4ATTT HRESULT Proc6(/* Stack Offset: 8 */ [ODut] GUID* po, [*
link: Stroke 251F1257-1DCE-4AD-ABZ6-4FSEI2GFEA! HERESULT Proc?(/* Stack O0ffset: 8 */ [In] GUID* p0, /*
|Lattice S4R665F5-71EI447B-A8596-33550A41153 HEESULT Proc8 (r* Stack Offset: 8 *; [Im] GUID* pO, /*
IPenService SE3RB023-02B 2-4CCD-SFEE-GBVSEERDD! HRESULT Procd(/* Stack Offset: 8 */ [Out] IRecoWordLis
IPenService SampleCollector  BOECE4A1-FF78-43FA-BOGE-EBEAAATBFL
IPenService Tablet SEE4RCHE-1537-4CC5-BA93-ATEDADT 353
IRecofsyncResults 2R0CEFSC-121F-4530-ADCD-7A2ABE23CT
IRecoContext EGDABE 5 7BAF-4CEA-5665-2B6A44DD0F
IRecognizer JA1B2AD6-596A-4070-4574-73941817BGT
IRecoManager CZ2EBF101-5D03-42EE-B30A-35255783103
IRecoWardList F7ADCE4A5-ACER-4A31-B6A1-FDIF4EF420
IRenderngContext AEGB4AF16-5A0C-4815-9AA2-DEZITFRAAN
IRenderink 538ASCTB-358A-4FF1-9765-62B6074553C
|StrokeGeometny 11F962C5-242E-4D40-B205-0F 3AB3562FL
|Stroke Set 20B0FF4F-297F-4FB6-AABI-CACARRFETZT
[Tablet 1CB2EFC3-ABCT-4172-8FCB-3BCSCES3EZ
[Tablet2 C247F616-BBEB-4D6A-AED 3-F75ERSGERST,
[Tablet3d ACOE3IS51-0AZF-448E-88D0-45DANC4534H
I Tahlet Crantest ARASAFNA-GNIRF-41AF-RFN1-FCNARNARPF ¥
L4 >
>
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struct SpecialPropertiesData { |
unsigned long dwSessionId; i
long fRemoteThisSessionId;‘\\\\L
long fClientImpersonating;
long fPartitionIDPresent;

DWORD dwDefaultAuthnLvl;
GUID guidPartition;

i DWORD dwPRTFlags; SPD FLAG USE CONSOLE SESSION,

1

Choosing a Session ID?

1
1
1
1
: UAC Related Stuff
1
1

SPD_FLAG USE SERYER PID,

DWORD dwOrigClsctx; E SPD FLAG USE DEFAYLT AUTHN LVL,

SPD_FLAG USE LUA LEVEL HIGHEST

DWORD dwFlags,; —
, o SPD_FLAG_USE_LUA_LEVEL_ADMIN,
DWORD dwP1d; | SPD FLAG COAUTH USER IS NULL,
unsigned into4 hwnd; ,  SPD FLAG COAUTH DOMAIN IS NULL,
- |
DWORD ulServiceId:  SPD_FLAG_COAUTH_PWD_IS_NULL,
:
|

DWORD Reserved[4];



Session and Elevation Monikers

Session-to-Session Activation with a Session
Moniker

Session-to-session activation (also called cross-session activation) allows a client process to start (activate) a local server process on a
specified session. This feature is available for applications that are configured to run in the security context of the interactive user, also

known as the "RunAs Interactive User" object activation mode. For more information about security contexts, see The Client's Security
Context.

Distributed COM (DCOM) enables object activation on a per-session basis by using a system-supplied Session Moniker. Other system-

supplied monikers include file monikers, item monikers, generic composite monikers, anti-monikers, pointer monikers, and URL
monikers.

The COM Elevation Moniker

The COM elevation moniker allows applications that are running under user account control (UAC) to activate COM classes with
elevated privileges. For more information, see Focus on Least Privilege.

When to Use the Elevation Moniker

The elevation moniker is used to activate a COM class to accomplish a specific and limited function that requires elevated
privileges, such as changing the system date and time.

Elevation requires participation from both a COM class and its client. The COM class must be configured to support elevation by

annotating its registry entry, as described in the Requirements section. The COM client must request elevation by using the
elevation moniker.
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Monikers and Binding

———————————————————————————————————————————————————————————————————————————————————————

HRESULT CoCreatelInstanceInSession (DWORD session,
REFCLSID rclsid, REFIID riid, void ** ppv) {
BIND OPTS3 bo = {};

WCHAR wszCLSID] ]1:;
WCHAR wszMonikerName [ 1,

StringCchPrintf (wszMonikerName, countof (wszMonikerName),
L"session:%d!new:%s", session, wszCLSID) ;

bo.cbStruct = sizeof (bo);

bo.dwClassContext = CLSCTX LOCAL SERVER;

i StringFromGUID2 (rclsid, wszCLSID, countof(wszCLSID)); i
| return CoGetObject (wszMonikerName, &bo, riid, ppv); :



Session Moniker in Action

Process “Alice”

RPCSS
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Session Moniker in Action

Request Activation in
Session 2

Process “Alice”
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Session Moniker in Action

Process “Alice”

Create Process

Instance
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Session Moniker in Action

RPCSS

Connect to Instance

Permissions for AP Client HxHelpPaneServer Class Acc... X
Security
Group or user names:

B2 SELF
£2 5YSTEM
INTERACTIVE

Process “Alice”

Interactive Access

\
| Ad. || Remoe |
Pemnissions for INTERACTIVE o -
=

Local Access o
Remote Access 1

For special permissions or advanced settings, H:hrill::ed
click Advanced.

AP Client HxHelpPaneServer Class
CLSID: 8CEC58AE-07A1-11D9-B15E-000D56BFE6GEE Ok ] [ Coneat | [




Session Moniker in Action

RPCSS

Connect to Instance

Permissions for AP Client HxHelpPaneServer Class Acc... X

Process “Alice”

CVE-2017-0100
Z?é‘sp:dﬂgmissions or advanced settings,

AP Client HxHelpPaneServer Class
CLSID: 8CEC58AE-07A1-11D9-B15E-000D56BFE6GEE ok || camcad || Aoy




Abusing Information Disclosure

0 OleviewDotMet 64bit — O
File Registry Object Security Help
' COM Processes | « x | IPID 00D0140b-0e64-0e68-675¢-ddcd435824f1 - 1 X
- — Properties:
Fiter: | | Mode: |Contains || Ay ||| cisip eeeecese-seee-seee-ceen-soeseenence

T 5324 - ApplicaticnFrameHost - DESKTOP-CIHMIFNA\tyranid s
T 5E72 - backgroundTaskHost - DESKTOP-C1HM3FN\tyranid

T BE4 - browser_broker - DESKTOP-CIHM3FN\tyranid

1 6312 - dllhost - DESKTOP-CIHM3FN\tyranid

© 3EE4 - explorer - DESKTOP-CIHN3FK\tyranid

----- +0 IPID: 2020B8400-BE64-8954-2168-F92A4208B66C - IID: IUnknown

----- #0 IPID: 228285C81-2ER4-BEGE-5FEF-1B2558D62EAE - IID: IRundown

----- «0 IPID: 22829982-2E64-2002-6045-EQFBASE74ERC - IID: IRundown UnmarShaI
----- «0 IFID: 20885483-BEE64-FFFF-8540-BCD4B1B4ADCF - IID: IRundown

----- «0 IPID: 22808884-2E64-8F24-1800-5EBB4GCREEFT - IID: IRundown

----- =0 IPID: 229221E85-2E64-8F24-ABAC-45874BABR198 - IID: IAcCPropServer
----- «0 IPID: 28880485-0E64-8F24-EESA-BFBSFB17DF34 - IID: TAccPropServer

----- +f0 IPID: @PBA5487-8E64-BF24-ECID-9F3ECEEO8B46 - IID: IACCPropServer »

----- «f IPID: GBEECPES-BE64-BF24-8C38-FF1BSEGDASCE - IID: IPrivDragbrop

----- «f IPID: @PRAE4AY-BEE4-FFFF-ADB3-31A9EEBBARSS - IID: Iunknown Interfaces:

----- +0 IPID: 8PPO348A-BEG4-8F24-32E8-785EDD56A256 - IID: IUnKnown s il Vi oar
sy BB0P1488 - 8E64-BEES - E75C-DACDS F1

----- «0 IFID: PRPRA4AC-BEE4-BFB4-C5C5-86FF7BCFEEES - IID: IServiceProvider Ilocalsystemictivator @28821321-2808-2808-C(200-800280880846 No

----- +0 IPID: GPP8488D-BEG4-8FES-FDF3-B5835318D6C1 - IID: IUnknown IMarshal 222880832202 0008 -C200-22208028084E  No

----- +0 IPID: 20E8FEEE-BEE4-8@F24-5841-668CE2BCCDIC - IID: IPrivDraghrop ISystemActivator 20882142 -2200 0000 - (200 -0022E0R8084E No

----- s IPID: @BBOFEAF-BER4-FFFF-S1AR-C2DD19432CE6 - IID: Iunknown Tunknown £0020000 0000 -0000-(000-00002028084E  No

----- +0 IPID: 28885418-8E64-8F24-EB88-5BCB7IM3AERL - IID: IUnknown

----- #+{ IPID: 20881211-8E64-2FB4-45EC-EFD281188055 - IID: IserviceProvider

----- +0 IFID: 28885812-8E64-8FB4-211C-62ESDEAC4A57@ - IID: IRundown

----- +0 IPID: 28280213-8E64-8F24-7B48-1BDF9D2C3DBF - IID: IPrivDraglrop

----- #{ IFID: 2088E8414-8E64-FFFF-282F-1A9816B75297 - IID: Iunknown

----- 0 IFID: 28883815-8E64-8F24-A787-BE1F475714E2 - IID: IUnknown

----- 0 IFID: 28889417-8E64-BF98-6EA4-AES4BASACD43 - IID: IRundown

----- #{ IPID: 2028E515-8EE4-2F9E-FEDS-4C3382396381 - IID: ILocalSystemActivator

< > <

Showing 16 of 16 entries Operations -




You Can’t Help Loving DCOM

System Shutdown

Thiz system i@ shuthing down,. Flease zave all
@ work, i progress and log off. Any unzaved

changes will be lozt. Thiz shutdown was

initiated by MT AUTHORITYS5YSTEM

Time before shutdown ;- O0:00:59

M ezzage

Windows must now restart becauze the
Hemote Procedure Call [RPC) zemvice
terminated unexpectedly
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Plain Text Communications?
Defaults to CONNECT Authentication

Enable Distributed COM on this computer / Level?

[ ] Enable COM Intemet Services on this computer . .
Authentication Level

Default Distributed COM Communication Properties

Thic Piiies dicativn: Ll speciios saciiy d e padet e CONNECT Authenticates the credentials of the

client and server.
Default Authentication Level:

Connect ¥ CALL/PKT Same as CONNECT but also prevents
replay attacks.

The impersonation level specifies whether applications can detemine

who is calling them, and whether the application can do operations PKT INTEGRITY Same as CALL/PKT but also verifies
using the client’s identity. —
that none of the data transferred
Default Impersonation Level: between the client and server has
|dentify i been modified.
Security for reference tracking can be provided f authentication is used PKT_PRIVACY Same as PKT_INTEGRITY but also

and that the default impersonation level is not anomymous. ensures that the data transferred can

only be seen unencrypted by the

Provide additional security for reference tracking

client and the server.
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Good old Wireshark

M “Ethernet 2 . O >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A i@ [ MRAB Res=zFII/EaqQaH
[N [dcerpc 8&ip.addr == 192.158.56.102 B -|Expresson.  +
Ma. Time Source Destination Protocol Length Info ~
158 58.869377 192.168.56.182 192.168.56.58 ISystemActivator 854 RemoteCreateInstance request
L¥]
» [MNo specification Available: @c606684 ) ~
v TActProperties
CntData: 728
v 0OBJREF
Signature: MEOW (@x574f4544d)
Flags: OBIREF_CUSTOM (@xeaaeaaed)
I1ID: @eEeala2-aa600-8806-cBeE- 280088880465 v
£
~
@
B8 8
28 a
Be @ B
B8 o 2
B
¥]

() ¥ OBIREF (dcom.obiref), 728 bytes

|| Packets: 478 - Displayed: 216 (45.2%) * Dropped: 0 (0.0%) || Profile: Default
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Access Permissions for WMI

File Registry Object Security Help

424 - swchost - NT AUTHORI...

Process

Bxecutable Path: |C:'\Window5\5ﬂem32\svchost.exe

Process I1D: |42-1

ApplD: IN/A

Access Pemissions; |O:SYG:SYD:{A;;D:‘;;;AU}[A;;CC;;;&C]{A;;CC;;;ILI}

LRPC Pemissions: |D:{ﬂ;:[b:eﬁ%ﬁ:::wD}{A;;MBHFF:::AN}[A;;GH:::M}

User |NT AUTHORITY\SYSTEM

Permissions for svchost Access

Securty

|EI'IZ)I_ID Or User names:

Security Flags: |Capabil'rties: STATIC_CLOAKING, DISABLE_AAA, NO |

STA HWND: 10028
IPIDs:

IFID 1D

D0010011-01a 84 -30b4-5509 1525531 Windows System.|UserStatics
D0016012-01a84fff-4a359- 0 6dafaab D Windows System |UserWatcher
00012813-01a8-0000-6734405bd51503a5  IDLLHost
00015814-01a8-0000-d2 32375002558  IWinRTInprocActivator
00016415-01a8-1860-2115-1ab567c6c430  INatifyNetworkEverts
00011816-01a8-1860-caed-0979e3c550d1  INotifyMetwork List ManagerEver|
00015417-01a8-00004F00-d65254F 16405 IWhemServices
£

[EALL APPLICATION PACKAGES
A A thenticated Users
8% INTERACTIVE

Pemissions for Authenticated
Users

Access
Local Access
Remote Access

N\

For special pemissions or advanced settings, Ad =
click Advanced. vane

saipadol 3oalgn He

All authenticated
users can access WMI
remotely
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MEOW-Jacking!

Client
“Domain Admin”

WMI Activation Request

TAP
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MEOW-Jacking!

Client
“Domain Admin”

TAP

Marshal
Object

OBIJREF
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MEOW-Jacking!

Client

“Domain Admin”

Send back OBJREF

TAP

OBJREF

OBJREF
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MEOW-Jacking!

Client
“Domain Admin”

Connect to
Remote Object.
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Not as Bad as it Could Be

Security for Root

Security

GI'EIIJFI ar User names:

Autherticated Users

H& LOCAL SERVICE

S8 NETWORK SERVICE

52 Administrators (DESKTOP-CTHN3IFN\Administrators)

X

| Add.. Remaove
Pemigsions for Authenticated
Users Allaw Dermy

Partial Write ] ] =

Provider Write ]

Enable Account ]

Remote Enable [] []

Read Security / ] [ W
For special pemissions or advanc%eﬁings. [ an '
click Advanced. il

User’s not allowed to access WMI remotely.
Ok Cancel Apphy

0 OleViewDotNet - Administrator - 64bit — | bt
File Regist Object  Securi Hel
qQIstry i P
# COM Processes - X
Filter: || Mode: |Contains | | Apphy
-l 8 - POWERPNT - DESKTOP-CIHN3FN\tyranid ~
-m 7 92 - svchost - NT AUTHORITY\LOCAL SERVICE
=W 424 - svchost - NT AUTHORITY\SYSTEM
B}z Services
- Delivery Optimization Plenty Of Other
Geolecation service t n .
e ; ; ial COM
H-§F User Profile Service pO entia O
[ Shell Hardware Detection objects though.
-l Shell Hardware Detection
| Windows management Instrumentation
| Windows Push Notifications system Service
- gl Windows uUpdate
-adfy IPID: S220ACE2-81AZ-8982-3084-5EFCIFT736181 - IID: IRundown
-afy IPID: S8B2BCE1-81AZ-2982-5899-8816DAT2EE8E - IID: ILocalSystemActivator
-afy IPID: e8891C82-21A5-2982-9ABD-1E5A85124806 - IID: ILocalsystemactivator
wadfy IPID: @88892083-81A3-FFFF-5418-B83A5EEE244F - IID: IRundown
-4 IPID: SOBEE484-81AC-2880-BEER-112DDEELSCAA - IID: ILocalsystemActivator
-afy IPID: S028CCB85-81AZ-2902-B45A-678269222096E - IID: ILocalSystemactivator
-ady IPID: S020B486-81AZ-0982-AB7E-BD{9BEEFBBIC - IID: ILocalSystemActivator
a3 IPID: e8891287-21AZ-0082-88BC-EBDFESFIDMBE - IID: INotifyNetworkInterfaceevents
wafy IPID: S82803985-21A5-2082-(34B-ABBYAEDESELT - IID: IUnknown
b TOTN SO0 DTAC OO A AFC JTLCIMUNCA ACCE TTN Tiinlnmsan Y
£ >
Showing 29 of 29 entries
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https://pixabay.com/en/pumpkin-halloween-frankenweenie-1789832/
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